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Introduction  

Vaccination is an efficacious preventive intervention for 

saving lives from potentially dangerous infections, diseases,1 

and potential criminal biological attacks.2 Due to more than 

200 years of efforts from the first developed vaccine in 

1796, thousands of vaccine candidates have been developed 

to prevent potential human infections (Figure 1).3 The clear 

and satisfactory results of approved vaccines and successful 

vaccination programs are seen in most developed nations in 

eradicating and decreasing dangerous epidemic infections 

that have claimed the lives of millions of people in the 

past.4 

Unfortunately, most infectious diseases that could be 

prevented with vaccines still threaten many lives, especially 

in developing and underdeveloped countries.5 Global 

Alliance for Vaccines and Immunization reported that more 

than 1.5 million children lost their lives from preventable 

infections with vaccination. Vaccination programs have been 

adequately established in recent decades, and most infections 

have been successfully eradicated.6 Generally, prophylaxis 

vaccines comprise one or more antigens that induce the 

highly evolved immune system for a correct response and 

memory of a specific pathogen.7 Besides the simplicity of 

vaccination and vaccines, achieving an acceptable and 

especially long-lasting immunization for many infectious 

diseases has been challenging. For this reason, improved 

deep immunological understanding will help the develop- 

ment of vaccines for challenging pathogens, including 

Mycobacterium tuberculosis, HIV, and other pathogens with 

rapid antigenic changes or evolution.8 In addition to 

immunological understanding improvements, there is a need 

for new technological improvements for trusted and fast 

development of vaccines against newly emerging infectious 

diseases such as COVID-19 and laboratory-engineered 

pathogens or potential infections for bioterrorism application.9 

In contrast to traditional vaccine platforms, including live 

attenuated and subunit vaccines, the third-generation 

platform of vaccines leads to fast designing and production 

of large doses for urgent vaccination applications.10 In 

this review, we will focus on the new technologies 

and efforts for future programs for fast and urgent 

vaccination for natural and potential human-made 

infectious threats. 
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Figure 1. Vaccine Development Throughout History.
3 

 
Basic Concept of Immunization and Vaccine Designing 

Generally, immunization (from the word immune, meaning 

protected) is the immunity that is the result of exposure of 

the immune system to an antigen (active immunization) or 

exogenous humoral immunity (passive immunization). 

Immunization could be achieved by natural infections or by 

utilizing vaccines to prevent infectious diseases (prophylactic 

vaccines) or treatment (therapeutic vaccines) of some 

diseases, such as malignancies.11 The complete adaptive 

immunity for a primary infection results from the induction 

of humoral immunity (antibody production, especially for 

pathogen’s surface antigens) by B lymphocyte cells and cell-

mediated immunity (CMI) by T lymphocyte cells. In this 

regard, concurrent humoral and CMI immunity will provide 

high immunity for the same infection in possible future 

exposures.12 The vaccination goal is the same as natural 

exposure to a pathogen; induction of humoral immunity and 

CMI. Different platforms of vaccines (Figure 2) have been 

developed and tested successfully for immunization; live 

attenuated vaccines (oral polio, varicella, and measles 

vaccines),13 inactivated vaccines (polio, pertussis, rabies, and 

typhoid vaccines),14 toxoids (diphtheria and tetanus 

toxoids),15 subunit vaccines (Haemophilus influenza type b, 

Salmonella typhi, and hepatitis B),16 and finally next 

generations of vaccines including viral vector and mRNA 

vaccines. 

 

 
 

Figure 2. Different Vaccine Platforms. 
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Generally, all vaccines work through these three steps: 

Firstly, antigens and used adjuvants will be uptake by immune 

cells or other cells depending on the route of administration. 

Secondly, specified antigen-presenting cells (APCs) will be 

matured, and the vaccine antigens will be processed. Finally, 

specific B and T lymphocyte cells will be produced, and a 

proper immune response will be established. APCs, including 

dendritic cells, macrophages, and B cells, can take up the 

vaccine’s antigens and process the antigens into peptides 

suitable for expressing major histocompatibility molecules 

(MHCs) I or II.17 Naïve T cells interact with APCs MHC, 

recognize the vaccine antigen epitopes and are primed into 

either cytotoxic or helper T cells. In addition, B cells also 

will be activated through interaction with soluble or surface 

antigens by their receptors (BCR) and differentiated into 

plasma or memory B cells for the production of antigen-

specific antibodies.4 The first step of vaccine development is 

designing of vaccine regarding the chosen platform (e.g., 

subunit, viral vector, mRNA, etc.). New designing methods 

and tools have made significant advances in the rational 

designing of vaccines due to an accumulated understanding 

of the biological and immunological mechanisms of immunity 

and technological understandings in the last few decades.18 

The mode of action and immunological interaction between 

the immune system and the vaccine could be used initially to 

understand their efficacy, safety, and expected benefit for the 

vaccinated individual. In addition, different bioinformatics 

tools,19 and immunological databases, will be beneficial and, 

most times, essential for designing vaccines.20 Choosing a 

particular vaccine platform can depend on several factors, 

such as the level of expected protection, the mode of action, 

the characteristics of the pathogen, or the disease elimination 

strategy and time.21,22 Traditional and more established 

methods, including subunit vaccines, need more time to 

develop. However, most traditional platforms have been 

tested in different large populations for many years, and 

their advantages and disadvantages are well known.23 Also, 

designing tools for these platforms are well-developed and 

accessible. In contrast, regarding the limitations of traditional 

platforms (discussed later), if time is a critical factor, for 

example, when an infection is spreading rapidly and is 

becoming an epidemic and pandemic situation, there is an 

urgent need for rapid vaccine development.24 In addition, 

when a biological attack or bioterrorism has occurred with 

infections, R & D teams should turn to methods with decreased 

designing time, such as third-generation DNA and mRNA 

vaccines.25,26 These vaccines have many advantages in 

design and production over traditional vaccines, which were 

proven in the 2020 pandemic COVID-19.27,28 Although there 

are many challenges and unknowns in using new vaccine 

platforms, in emergency conditions such as the recent 

pandemic and unexpected biological attacks, the priority is 

the rapid design and production of a vaccine and vaccination 

to savelives.29 

 

Vaccine Platforms 

There are different platforms of vaccine candidates regarding 

their source of production, components, and level of immun- 

ogenicity. Most of the vaccine platforms’ candidates are not 

approved yet. Here we will briefly discuss important approved 

platforms. 

 

Live Attenuated 

The first platform of vaccine produced by humans was the 

live-attenuated smallpox vaccine. This platform successfully 

eradicated smallpox and poliomyelitis. Live attenuated vaccines 

are associated with safety concerns and relatively low efficacy. 

This platform of vaccines is the infection-related pathogen 

that is not pathogenic for humans or less severe strains or is 

obtained after repeated culturing in cells from a species not 

permissive to the virus.30 

 

Inactivated  

The second class of vaccines is inactivated vaccines by 

applying heat, radiation, or chemicals. Inactivating destroys 

the ability of pathogens to replicate in human cells. However, 

most pathogen antigens should remain intact through the 

inactivation process for proper immune response induction.31 
 

Toxoids 

Toxoids are another platform of vaccines. Toxoids are 

produced from the toxins of bacteria (tetanus and diphtheria). 

Toxoids are not highly immunogenic, and they require an 

adjuvant as well as multiple-dose administration.32 

 

Conjugate Vaccine 

The conjugation of an antigenic protein produces 1.2. 

conjugated vaccines to carbohydrates to increase their 

immunogenicity and stability.33 

 

Subunit Vaccine 

Subunit vaccines comprise protein antigens, usually produced 

through recombinant DNA technologies in prokaryotes 

expression systems such as E. coli. Subunit vaccines show 

an excellent safety profile and can be modified to change 

properties facilitating the development of stable formulations. 

They often require the formulation and adjuvants to increase 

their efficacy.16 

 

Nucleic Acid Vaccine 

Finally, the latest technology for vaccine development is 

based on nucleic acid–with strong immunogenicity, fast 

production technology, and safety profile compared with 

live-attenuated vaccines ensuring that the immune response 

is directed against the transgene product, partially against the 

viral coating.34 Recently in the 2020 pandemic of COVID-19, 
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the FDA approved mRNA vaccines (Moderna and Pfizer 

vaccines)35-37 and viral vector-based vaccines (AstraZeneca 

and Sputnik-V vaccines)38,39 for vaccination against SARS-

CoV-2. Nucleic acid-based vaccines showed excellent 

immunization (generally up to 90%) against COVID-19. In 

addition to high immunogenicity, these vaccines were 

designed and developed in a comparatively short time 

against other platforms, making them a dominant suitable 

future vaccine platform for new emerging natural infection 

and bioterrorism attacks.36,40 

 

Increase the Effectiveness of General Immunization 

Estimates of the effectiveness of general immunization vary 

from country to country for each vaccine. For example, for 

pneumococcal and rotavirus vaccines, it is between 35 and 

47%. The World Health Organization recommends a more 

than 90% general immunization estimate. Although various 

factors affect the estimated efficacy of the vaccine, a person's 

reluctance to inject the vaccine is one of the main obstacles 

to broader coverage of immunization worldwide.21 Pain 

experienced during vaccination is among most commonly 

reported causes of doubt about vaccine use. One of the 

reasons for the success of the oral polio vaccine in bringing 

the disease closer to eradication (despite recent issues with 

the vaccine itself) and increasing the uptake of nasal flu 

vaccine for children shows that non-injectable vaccination 

routes have a significant impact on improving general 

immunization effectiveness. New approaches to increase the 

effectiveness of general immunization include the development 

of new technologies for the manner and route of vaccine 

injection and formulations for dermal, oral, and mucosal 

delivery (Figure 3).22 

 

Next Generation Vaccination 

This section will discuss why the next generation of vaccines 

could help prevent infections and how we could accelerate

 

 

 

Figure 3. New Methods of Vaccine Design to Overcome Barriers to Vaccine Effectiveness. A) Nasal and pulmonary immunization using particle 

transport systems such as liposomes or nanocapsules; B) Oral immunization using modern transmission systems such as hydrogels; C) Oral 

immunization using microparticle delivery systems; D) Single-dose immunization using polymer nanoparticles or vaccine encapsulation using 

emulsions and microfluidic systems. 
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vaccine development. 

 

Why Vaccination and Why Next Generation Vaccines? 

After the application of 2nd generation of vaccines, such as 

subunit recombinant vaccines, 3rd generation of vaccines, 

including viral vector and mRNA vaccines, are attracted huge 

interest. These platforms have many advantages compared to 

2nd and first generations of vaccines. This section will 

discuss why 3rd generation vaccines are beneficial in special 

situations like epidemics and pandemics. Various epidemics 

and pandemics occurred throughout the history of human 

life due to emerging and reemerging infections. The lack of 

a rapid response in terms of diagnosis, treatment, and 

prevention has claimed the lives of millions of people and 

affected the economy, political, and social relations in 

different countries.41-43 In addition, with the growth and 

development of technologies for manipulating organisms 

and microorganisms, the possibility of political, economic, 

and racial abuse of these potentially helpful technologies has 

raised many concerns and suspicions about new emerging 

infections.44 The major concern behind the beneficial 

application of these technologies, such as genetic engineering, 

synthetic biology, genome editing, and systems biology, is 

that they can be used to develop new infectious diseases in 

bioterrorism and anti-human biological attacks.45 Therefore, 

new vaccine production platforms must be welcomed today 

to be prepared for any threat to people's lives to combat 

natural emerging diseases and the potential abuse of 

dangerous pathogens. Despite great advances in diagnostics, 

therapeutics, and vaccines, fast transportation, and high global 

human communication help infectious diseases spread faster 

than in the past centuries.46 For this reason, emerging 

infectious diseases (EIDs) or natural threats and the potential 

abuse of pathogens for criminal applications are among the 

biggest concerns for modern human life.47 In recent decades, 

modern human societies have grown very fast. The complexity 

has raised and made a proper context for emerging unexpected 

pathogens or reemerging of eradicated pathogens whether 

naturally in the absence of prior health measures or intentionally 

for criminal uses against human populations. The vulnerability 

of modern human life and populations to emerging and 

reemerging pathogens and their risks of rapidly evolving into 

devastating outbreaks and pandemics should be considered 

to regulate healthcare and control potential centers including 

genetic engineering laboratories.48-50 

 

How to Accelerate Vaccine Development? 

Generally, attempts for R & D of traditional platforms of 

vaccines need 5-10 years.4 Traditional methods do not meet 

the expectations to fast response and control epidemics and 

pandemics of an emerging or reemerging pathogen. However, 

fortunately, the vaccine development route has significantly 

changed through the COVID-19 pandemic. For instance, the 

vaccine development period and regulation agencies’ 

response to Ebola and SARS-CoV-2 infections are comparable, 

only six years apart. The 2014 Ebola epidemic lasted more 

than 24 months, and the vaccine developed after the 

pandemic finished.51 In the context of the COVID-19 

pandemic, the period of R & D and the beginning of clinical 

trials was under one year.52 This shows that vaccine 

development could be significantly rapid and effective in 

urgent situations using new technologies. The Coalition for 

Epidemic Preparedness Innovations (CEPI) was established 

to accelerate vaccine development for new epidemics. CEPI 

priority was multiple EIDs, including the Middle East 

respiratory syndrome (MERS), Lassa fever, Nipah, Rift 

Valley fever (RVF), and chikungunya (https://cepi.net/). 

Vaccine development platforms that could complete design 

from sequence release to clinical trials in a few weeks rather 

than months or years, such as mRNA and DNA vaccine 

platforms, are the priority of CEPI. As mentioned earlier, 

after the release of the SARS-CoV-2 genome sequence from 

the Chinese strain, these platforms showed responsive 

potential during the COVID-19 pandemic. They made a 

great promise for the future established vaccine development 

platform. CEPI has to fund Moderna, Inovio, Oxford–

AstraZeneca, and Novavax for vaccine development 

(https://cepi.net/COVAX/). Vaccinations are the basis of 

controlling infectious disease outbreaks and are the surest 

strategy to overcome pandemics and epidemics. Experiences 

of epidemics and outbreaks of infections have shown that the 

immediate availability of a vaccine, the easier and faster it 

will be to control the infection.53 However, as we discussed, 

the standard and traditional vaccine development platforms 

and regulations are not suited to the needs of explosive 

pandemics. New vaccine platform technologies dramatically 

shorten the period from research to development, clinical 

trials and vaccination.53 In Table 1, we provided the most 

important new vaccine platforms with high responsivity for 

fast-spreading new infections. 

To provide a very concrete example of the effectiveness of 

these new technologies' effectiveness, we have to look at the 

recent COVID-19 pandemic. In this pandemic, the mRNA-

based vaccine of Moderna was designed and synthesized 

within a few days after the release of the virus genomic 

sequence, and its animal trials began in less than a month. 

Simultaneously, the Pfizer-Biontech vaccine was developed 

with the same platform. Both vaccines are very effective in 

clinical trial phases regarding immunization and preventing 

disease-related mortality. Their efficacy was about 95% for 

immunogenicity and 100% for preventing mortality, which 

few vaccines have ever shown.36,58 On the other hand, the 

vaccine Sputnik-V uses DNA with two separate vectors for 

use in two doses. Similar to miRNA-based vaccines, this 

vaccine also showed very high efficacy in immunogenicity 

and prevention of disease-related mortality. The FDA has  
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Table 1. Future Vaccine Technologies 

Type Pathogen Diseases Year Type Scientific Name Trade Name Delivery System Ref 

Viral 

Vector 

 

Ebola virus Ebola 2019 Recombinant 

vesicular 

stomatitis virus 

rVSV-ZEBOV Ervebo VSV 55 

SARS-COV-2 COVID-19 2021 Ad5 and Ad26 Gam-COVID-

Vac 

Sputnik V Genome Engineered Human 

Adenovirus serotype 5 and 26 

56 

SARS-COV-2 COVID-19 2021 Ad26 Ad26-CoV2-S Janssen COVID-

19 vaccine 

Genome Engineered Human 

Adenovirus serotype 26 

57 

SARS-COV-2 COVID-19 2021 chAdoX chAdOx1-

nCOV-19 

Vaxzevira Genome Engineered 

chimpanzee Adenovirus  

58 

mRNA 

Vaccine 

 

SARS-COV-2 COVID-19 2021 Naked mRNA mRNA-1273 Moderna COVID 

-19 vaccine 

Lipid nanoparticles (LNP) 59 

SARS-COV-2 COVID-19 2021 Naked mRNA BNT162b2 Comirnaty Lipid nanoparticles (LNP) 37 

 

approved all three vaccines for emergency vaccination. 

Although this pandemic was the first time humans 

extensively began using nucleic acid-based vaccines, it was 

a considerable experience. A beautiful lesson from COVID-

19 was that these vaccines could be one of the solutions to 

new diseases that are rapidly spreading, and also, these 

platforms can be a way to deal with bioterrorism threats. 

Because in both conditions, the priority is to respond quickly 

and control disease using a vaccine so that the vaccine can 

be made with a much shorter platform to build and develop 

than a traditional vaccine.40 On the other hand, a platform 

that can be used for various infections with minimal changes 

is much preferred. For example, in the case of mRNA and 

DNA vaccines, all elements for gene delivery, translation, 

and transcription within the cytoplasm and nucleus of the 

human cell can be optimized for all possible infections. The 

subsequent fort is that the sequence of antigen in the form of 

RNA in the mRNA vaccine and DNA in the DNA vaccine 

vector can be included in the platform for vaccine development. 

These fixed elements are one of the reasons for the short 

development time of these vaccines.53,59 In contrast, in the 

case of subunit vaccines, significant optimization is needed 

for designing, purifying, and producing each antigen from 

different infections. Similarly, in producing vaccines based 

on complete virus particles, it is necessary to consider the 

manufacturing and safety conditions for each infection by 

different protocols.16,60 Therefore, it can be concluded that 

mRNA (Moderna and Pfizer-BioNtech) and DNA-based 

vaccines based on rAd5 and rAd26 (Sputnik V) or chimpanzee 

adenovirus-derived ChAdOx (Oxford-Astrazeneca),57 that 

were successfully used in the COVID-19 pandemic, are 

platforms that require only the replacement of one antigen 

for an infection in the platform. 

 

Fast Development and Manufacturing of Vaccines 

Upscaling, downstream analysis (including quality control), 

and post-manufacturing consideration for biotechnology 

products (vaccines, recombinant therapeutic proteins, and 

enzymes) need much more care and equipment than chemicals 

and industrial products.61 Scaling up, faster production, and 

distributing large amounts of vaccine doses for situations 

like the COVID-19 pandemic or biological attacks depends 

on various factors. As discussed in the previous section, the 

success of a fast response to an outbreak largely depends on 

the rapid development of a vaccine. In addition, the period 

of vaccine development also depends on the chosen vaccine 

platform. The platform of the vaccine, single or multiple 

dosages for immunization, the production capacity, and 

vaccine storage condition are all important for the rapid 

development of the vaccine from laboratory to clinical trials 

and approval.3,6,62 In the previous section, we discussed 

vaccine platforms' capability for rapid design and development. 

The second important factor is how a platform is robust for 

scaling up and how vaccine manufacturers in nations 

predominantly low-income countries can provide vaccines 

for the vaccination of a large population. In this regard, the 

main goal of the Developing Countries Vaccine Manufacturers 

Network (DCVMN) is to enhance vaccine large production 

and availability for low-income countries to protect against 

epidemics.63 Creating such organizations and connecting 

and coordinating the major vaccine manufacturers to 

expand the vaccine production line in an emergency will be 

a grating effort. The third important factor, especially for 

underdeveloped countries, is vaccine storage and transportation 

condition. In this regard, under the condition of outbreaks, 

the need for more practical vaccine development and 

vaccination route, supply, and dosing is much more important. 

For instance, most mRNA vaccines need ultra-cold chain 

storage (-70 ºC) conditions, and the equipment required for 

creating ultra-cold chains is limited in most underdeveloped 

countries. While traditional technologies, such as whole-

organism vaccines, need only a typical cold chain.64,65 

However, through advances in RNA and DNA, stabling 

technologies, nucleic acid-based vaccines, especially mRNA 

vaccines, can be stored in milder temperature conditions 

like other vaccines. So a vaccine's stability is related to a 

vaccine platform's intrinsic characteristics. A highly stable 

vaccine, more available in underdeveloped countries. For 

this reason, new platforms, especially mRNA vaccines, need 

further modifications to enhancement of their stability.66,67 

The next factor for rapid response is the vaccine immunization 

dosage. Protection by single or multiple doses could also 

affect the response duration against an outbreak and 

bioterrorism attacks.68 The COVID-19 pandemic has given 
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us valuable lessons and dramatic advances in the vaccine 

industry. These valuable lessons and findings should be 

used to prevent emerging infections and criminal biological 

purposes. The permanent threat of emerging pathogens and 

potential biological attacks reminds scientists, politicians, 

and all human health planning agents to be prepared to deal 

with and respond quickly to emerging infectious agents. 

These preparations require comprehensive collaboration 

between scientists and others involved in social health. 

 

Future Considerations for Vaccination 

Generally, vaccines are being formulated to protect hetero- 

geneous populations of humans or animals regarding 

genotype, sex, age, etc., against infectious diseases. In the 

past decades, hundreds of studies and clinical trials have 

shown that vaccines' efficacy may differ in inter-populations 

or intra-populations of individuals for some known and 

unknown reasons.17 For this reason, clearing the factors 

creating the variability of vaccine efficacy among individuals 

and developing of more personalized vaccination strategy 

regarding population genotypes is the next effort. In 

addition, except for the recently developed mRNA and DNA 

vaccines, other vaccine platforms usually suffer from low 

overall immunogenicity.69-71 The vaccine delivery systems 

are among the most critical factors, especially for nucleic 

acid-based vaccines. Advanced bio-material delivery systems 

significantly enhance vaccine safety, drug safety, and immuno- 

genicity.28 However, more advanced vaccine delivery 

systems need to reduce vaccination side effects and increase 

the immunogenicity of vaccines for those diseases that 

existing vaccines that do not have high immunogenicity. 

Therefore, with these systems, potentially stronger vaccines 

with high capabilities can be developed to replace the 

existing low-efficient vaccines. Despite many advances in 

vaccine designing tools, delivery systems, and platforms, 

there are important infectious diseases for which no effective 

vaccine is available (for instance, TB, HIV, and malaria). In 

addition, some at-risk groups show even low responses to 

the vaccines or the existing vaccine have severe side effects 

and need further development of suitable or more immunogenic 

vaccines (e.g., for elderly individuals or infants).72,73 New 

vaccines are needed for several important infections to 

reduce morbidity and mortality (group B Streptococcus, 

RSV, and CMV).74 In addition, the development of new 

vaccines is required for hospital-acquired infections, especially 

for antibiotic-resistant strains such as Staphylococcus aureus.75 

 

 
 

Figure 4. Schematic View of the Steps of Vaccine Development and Critical Steps for Fast Vaccine Development. 1) In-silico analysis by new tools, 

choosing a fast-developing vaccine platform, and pre-clinical studies by appropriate animal models reflecting a good human immune system; 2) 

Accelerated and facilitated clinical trials for side effects, dosage, and timing in different populations for approval; 3) Large-scale manufacturing and 

good post-manufacturing conditions (e.g., storage condition, delivery, routes of administration such as oral administration or microneedle patches). 
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Effective Vaccination and Rapid Response against Biological 

Threats 

Before the COVID-19 pandemic, a vaccine development 

period takes more than five years. The recent COVID-19 

pandemic showed that vaccine development and vaccination 

programs should be more flexible and facile for production 

and scaling up than before (Figure 4). 

New vaccine technologies for overcoming pandemic 

situations or biological threats should use platforms for 

improved antigen delivery, enhanced antigen design, and 

suitable adjuvants to improve immunogenicity, ease, and 

production speed. New vaccine development technologies, 

such as viral vector and RNA-based vaccines, have multiple 

benefits against traditional platforms. In addition, cell-based 

vaccines such as dendritic cells,76 T cells,77 and bacterial 

vectors78 are promising and need further research among 

vaccine development platforms, viral vector, and nucleic 

acid-based vaccines significantly increase the time of 

development and production processes.79 DNA or RNA of 

pathogens antigens could allow for the induction of humoral 

and cellular immune responses. A considerable advantage of 

these vaccines is that they are highly versatile, quick, and 

easy to develop and adapt for any emerging pathogen. DNA 

or RNA vaccines should be taken up by host cells (person 

who was vaccinated) and should be delivered directly into 

cells, which requires efficient delivery systems (discussed 

earlier). In this regard, developing highly efficient methods 

for delivering these vaccines is one of the most important for 

future vaccine platforms. Current delivery systems include 

liposomes,80 polymeric particles,81-82 dendrimers,82 extracellular 

vesicles and exosomes,83-84 lipid nanoparticles,86 and self-

assembling protein nanoparticles87 for drug and vaccine 

delivery show high efficiency. New minimally invasive 

vaccine administration methods such as microneedle patches88 

have the advantages of minimal pain, ease of extensive and 

safer vaccination. In addition, besides intramuscular, sub- 

cutaneous, and intradermal routes of vaccine administration, 

mucosal administration routes such as intranasal, oral, 

sublingual, or skin-using microneedle or needle-free devices 

have many advantages, such as more accessible and more 

comfortable for vaccine recipients and may improve vaccine 

acceptance and uptake, especially by those who fear needles 

pain.89 In addition, mucosal administration could induce 

both systemic and mucosal immune responses, especially at 

the sites of pathogen entry. Vaccination by mucosal route 

has been successfully used for OPV, cholera vaccine,90 and 

rotavirus vaccines for the oral route, and the live attenuated 

influenza vaccine for the nasal route.91,92 Mucosal route 

vaccination could elicit T- and B-cell immune responses in 

the local and distal mucosal surfaces, such as the respiratory 

tract, and establish effective immunity in the first line of 

defense against air-borne or food-borne pathogens and 

aerosol transmission of bioterrorism agents. Among various 

mucosal delivery routes, oral vaccines may be the most 

suitable and effective for mass and rapid vaccination in 

epidemics and biological attacks.93 In addition, the oral route 

is the best choice for enteric pathogens. On the other hand, 

besides methods of vaccination and vaccine platforms, we 

should understand more about immune response and long-

lasting immunity against emerging pathogens.11 Unfortunately, 

in most cases, while vaccine candidate development is 

perfect, the immunity disappears after a while.94 In this regard, 

new tools and interdisciplinary sciences like bioinformatics, 

systems biology, personalized medicine, and genome analyzing 

tools could solve the unknowns of the nature of host-

pathogen interaction. New vaccines and future vaccination 

concepts should improve current vaccines with low efficacy 

and solve the problems with hard-to-vaccination pathogens 

like dengue, S. pneumoniae, TB, HIV, and malaria. Finally, 

many vaccine candidates may be induced adequate immunity 

in common animal models but fail to show similar results in 

large animals or humans. Vaccines that study animal models, 

including murine, cannot be naturally infected by most of 

the emergent pathogens mentioned above. The pathogenesis 

of these pathogens, vaccine dosing for immunization, and 

types and durability of induced or shown immune responses 

may not reflect the human immune response. Therefore, a 

more versatile and appropriate screening process should be 

acquired in the early stages of vaccine development.95,96 The 

discussed new technologies, methods, and systems have 

shown great promise for addressing current limitations in 

vaccine technologies against emerging infectious agents and 

biological threats. They should be strongly considered for 

public health preparedness, countermeasures against potential 

outbreaks, and bioterror threats. 

 

Conclusion 

Despite many advances in vaccination and protecting the 

lives of millions of people, as we mentioned, there are 

important knowledge unknowns and challenges faced in 

vaccination, from labs to regulatory agencies. In the 

laboratory, unknown understandings of immunity, immune 

response, and antigenic variation are the biggest challenges 

for developing vaccines for highly variable pathogens such 

as influenza and HIV and immune system escaping pathogens 

like TB. In addition to pathogen variation, variation in host 

response is an important factor that should be addressed. 

Besides the scientific challenges, sociopolitical barriers and 

limitations stand in the way of safe and effective vaccination 

for all human populations. Access to vaccines for all human 

populations is one of the most important factors for efficient 

protection against emerging pathogens and biological threats. 

A most important lesson from the COVID-19 pandemic is 

that, in the case of an emergency, organizations with 

different activities can coordinate and connect to develop 

vaccines rapidly and safely. In addition to emerging natural 
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pathogens, we should take the potential abuse of new 

technologies seriously. In biodefence, most of the discussed 

factors for the future, high-speed and rapid manufacturing of 

vaccines, and pre-manufactured and prepared vaccines for 

potentially dangerous pathogens for criminal use, like anthrax 

and smallpox, should be taken into account. 
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